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	LEAD ENGINEER, SITE RELIABILITY 

	Location
	Amsterdam 

	Reports to
	Chief Services Officer

	Hours
	Full time 

	Contract
	This is a permanent role. The role is offered in our Netherlands office as a 1-year definite contract with the possibility of an indefinite contract thereafter.


[bookmark: _heading=h.2nlw0o2rmvr6]Purpose and Context
Reporting into the Chief Services Officer. This role is a member of the Trust and Identity (T&I) team within the CSO. 

The T&I team is responsible for enabling advanced IAM/AAI services at the European and International level. The team currently delivers services to national and pan-European Research Infrastructures, to the European Open Science Cloud, to EuroHPC systems and to student mobility programmes (e.g. Erasmus), enabling millions of users to access critical research and educational services and resources.

[bookmark: _heading=h.q72nemr3spe][bookmark: _heading=h.3zpmqroq49fk]Role Accountabilities
Leadership Philosophy
Team leads within the T&I stream operate under a working leadership model, where they contribute as active team members while dedicating up to 20% of their time to leadership and people development activities. This approach ensures leads remain technically current and connected to the day-to-day challenges their teams face, while providing essential support for team growth and performance.
[bookmark: _6ex73899dfjv]Matrix Organisation Structure
The T&I team operates within a matrix organisational model that balances functional expertise with cross-functional collaboration. In this structure, team members have clear HR reporting lines to their functional team leads (Software Development Lead, SRE Lead, Customer Support Lead, Project and Delivery Lead) while receiving technical direction from the Engineering Lead and business direction from the Head of T&I. 
Additionally, delivery managers are embedded within the engineering teams to provide specialised project management support, creating dual accountability for both functional excellence and project delivery. This matrix approach enables the T&I Stream to leverage specialized skills while maintaining flexibility to respond to changing project needs and customer requirements. 
Team leads must coordinate closely with other leads and the Head of T&I to ensure alignment across reporting relationships and avoid conflicts in priorities or resource allocation.
[bookmark: _23utzveoqz1l]Team Leadership Responsibilities
People Development and Growth
· Career Development Coordination: Work closely with the Head of Trust and Identity to design and implement individual career development plans for each team member
· Learning Programme Implementation: Execute organizational learning initiatives and identify team-specific training needs
· Knowledge Gap Analysis: Regularly assess individual and team competencies, identifying skill gaps and creating targeted development plans
· Mentorship and Coaching: Provide ongoing technical and professional guidance to help team members advance in their roles
· Performance Support: Collaborate with the Head of T&I on performance evaluations, goal setting, and professional development milestones
Team Coordination and Communication
· Stakeholder Interface: Serve as the primary point of contact for team-related HR matters
· Knowledge Sharing: Promote knowledge transfer within the team and across the organization
· Team Health Monitoring: Identify and address team dynamics, workload distribution, and potential burnout risks
Technical and Operational Excellence
· Quality Assurance: Ensure team is equipped to deliver meeting organizational standards and technical requirements
· Process Improvement: Identify opportunities to enhance team efficiency and effectiveness
· Resource Planning: Coordinate with the Head of T&I on resource allocation and capacity planning
· Risk Management: Proactively identify and mitigate risks that could impact team performance or deliverables.


Platform Reliability & Operations
· Maintain 99.9%+ uptime for critical IAM services including authentication, authorization, and user management systems
· Design and implement comprehensive monitoring, alerting, and observability solutions for identity services
· Conduct thorough incident response, root cause analysis, and post-mortem reviews across all network and application layer
· Develop and maintain disaster recovery and business continuity procedures
· Participate in on-call rotations to ensure incident handling and response and service availability
[bookmark: _heading=h.ijsfpwi2i850]Infrastructure & Automation
· Design, deploy, and manage scalable IAM infrastructure using Infrastructure as Code principles
· Automate routine operational tasks, deployments, and system maintenance procedures
· Build and maintain CI/CD pipelines optimized for security-sensitive IAM applications
· Implement configuration management and ensure consistent environments across dev, staging, and production
· Manage containerized workloads and orchestration platforms
[bookmark: _heading=h.824f18zhrmqz]Security & Compliance
· Implement security best practices for IAM infrastructure and applications
· Ensure compliance with security standards and regulatory requirements
· Conduct regular security assessments and vulnerability management
· Implement and maintain access controls, encryption, and audit logging
· Collaborate with security teams on threat modelling and risk assessments
[bookmark: _heading=h.px3pyaionv3]Performance & Scalability
· Monitor system performance and capacity, implementing proactive scaling strategies
· Optimize application and infrastructure performance to meet SLA requirements
· Design and implement load testing strategies for IAM services
· Analyse system bottlenecks and implement performance improvements

Other duties as may reasonably be required. 


[bookmark: _heading=h.g833rj5qjwfh]Working Arrangements
For this role we anticipate that you will be required in the office at least 2 days per week. This requirement may change, and you may be required to attend the office on more days per week from time to time or on an on-going basis if the needs of the business change. 

[bookmark: _heading=h.h513qaiknypi]Business Travel
Occasional business travel may be required in this role. Travel will mainly be within Europe, but some worldwide travel may be required.
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